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PRIVACY POLICY 

Roanoke Insurance Group Inc., its member companies, subsidiaries and affiliates (collectively 
“Roanoke” or “we” or “us”) endeavors to maintain the highest level of trust and confidence from 
our clients, partners and individuals we encounter while conducting our business (collectively, 
“you”).  As such, all Information we collect will be protected by this Privacy Policy  (herein, 
“Privacy Policy”) and the local laws of your area.  Our goal is to responsibly handle PI while 
balancing the benefits of activities that may include research and data analytics with our 
commitments to you, including non-discrimination and transparency. 

This Privacy Policy applies to the collection, possession, management, and transfer of your 
Personal Information (“PI”) through a variety of digital means.  PI may refer to information that 
identifies and relates to you or other individuals, such as your dependents, which is oral, electronic, 
written, or otherwise communicated or recorded. By accessing or using this website, mobile 
application or other Roanoke product or service or other application on any computer, mobile 
phone, tablet, console or other device (collectively, "Device"), you consent to our Privacy Policy. 
Roanoke may modify this Privacy Policy at any time effective upon its posting. Your continued 
use of this website, mobile application and/or other Roanoke product or service or other 
application constitutes your acceptance of this Privacy Policy and any updates. This Privacy 
Policy is incorporated into, and is subject to, the Terms of Use. 

Personal Information We May Collect: 

The PI we may collect depends upon your relationship with us (for instance: a policyholder; a 
person benefitting under another policyholder’s policy; claimant; insurance broker or 
representative; or other person visiting this web site or pertaining to our business).  Such  PI may 
include, where applicable: name; general identification information; home or other physical 
address; email address; telephone number or other contact information; Social Security number; 
driver’s license or state identification card number; Taxpayer Identification number; passport 
number; government-issued identification number;  financial information (i.e. bank account 
number and routing number); Roanoke account information, such as username and password; 
medical condition and health status; telephone recordings with our representatives and affiliates; 
photographs and video recordings associated with claims, insurance or other business activities; 
information that enables Roanoke to provide services. 

Active Information Collection 

We may collect PI about you and other individuals from the following sources: 

 Information that you choose to provide us, or that we obtain through your use of our web site; 
 Information we receive from you on applications, questionnaires,  or other forms; 
 Information about your transactions with us, our affiliates or others collected through e-mails, 

electronic submission to us via any Roanoke or other portal, telephone calls, through social 
media, as well as communications from claim investigators, witnesses, medical professionals, 
insurance brokers or other third parties; 

 Information you provide or which is obtained through the process of handling a claim, including 
medical information, such as from an accident report; 
 Information we receive from any consumer reporting agency, including, but not limited to  

a Motor Vehicle Report. 
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 Passive Information Collection: 

When you visit the web site, we automatically collect certain information about your activities 
(“web site usage information”). Web site usage information addresses how visitors use and 
navigate the web site. This includes: 

Cookies: 

We use cookies on this website. Cookies are small text files created by a web 
server, delivered through a web browser, and stored on your computer. They 
provide a means for websites that you visit to keep track of online patterns and 
preferences, as well as to identify return visitors. Cookies make the personalization 
of your web experiences possible, so that you do not need to re-enter your 
information each time you visit a website. 

If you login to the members-only section of our site, we set a cookie with a 
randomly-generated anonymous identifier to allow you to navigate those pages. 

We also provide cookies to help us anonymously track web traffic, as described 
above.  We do not use cookies to gather personal information, and we do not link 
cookies or clear GIFs to identifiable information, such as your policy number. 

Unless it is specifically stated otherwise in an amended Privacy Policy Notice, no 
additional information will be collected about you. 

In addition, Roanoke Insurance Group (RIG) member companies provide cookies 
via this website as part of the opt-out process. 

If you do not want Roanoke or its vendors to deploy browser cookies when you 
visit the web site, you may set your browser to reject cookies.  Doing so may 
disable the web site’s ability to retain information you have provided, and/or affect 
your use of some of the products, features, functions, or services on the web site. 

Web Beacons: 

We use web beacons (invisible images often referred to as pixel tags or clear 
GIFs) on our sites in order to recognize users, assess traffic patterns, identify 
preferred content and measure site engagement. We also include web beacons 
in our e-mail messages, including newsletters, in order to count how many e-mail 
messages have been opened. 

Our website also uses a third party to collect information, including through the use of web 
beacons, browser cookies and other tracking technologies. We may collect via web beacons 
various data provided by your browser while you are on our site and elsewhere where we may be 
acting as a 3rd party. This data is collected in the aggregate, but may include or be associated 
with other non-Personally Identifiable Information or PI that users have voluntarily submitted. 
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Non-Personally Identifiable Data Collected on this Web Site: 

We collect and store non-personally identifiable data in server logs, and through our use of Google 
Analytics. Non-personally identifiable data collected and stored in server logs and through our 
use of Google Analytics may include the number and frequency of visitors to each web page, the 
length of their stays, the type of browser each visitor is using to view the Web Site (for example, 
Microsoft Edge or Internet Explorer, Mozilla Firefox, Google Chrome), the type of operating 
system each visitor is using, (for example, Windows OS, Mac OS), the domain name of each 
visitor's Internet service provider (for example, Comcast Xfinity, Verizon Fios, Charter Spectrum), 
location data such as the visitor’s IP address, the address (or "URL") of the web site that the 
visitor came from before visiting the web site, which pages were visited on the web site, what was 
clicked on, and certain other available information.   

When you request pages from the web site, our servers log your IP address as well as information 
about your activities on those pages. An IP address is a number that is automatically assigned to 
your computer whenever you access the Internet, which our web servers use to identify where to 
send the information your computer requests. . 

We aggregate this non-personally identifiable data to better understand how visitors use our site, 
and to help manage, maintain, and report on use of our website. We store IP addresses for fraud 
detection and prevention purposes. 

We may share this non-personally identifiable data with third parties for the limited purpose of 
reporting on use of our website, or to comply with applicable law. We also may share this data 
with our service providers. We do not rent, sell or share any non-personally identifiable data 
collected on this website with third parties for marketing purposes. 

Use of Personal Information 

We retain and use your Personal Information to: (1) provide you with services or process transactions 

that you have requested; (2) communicate with you regarding information, features or offers that we 

believe will be of interest to you; (3) respond to your questions or other requests; (4) contact you with 

regard to the web site or otherwise; (5) process any applications, payments or changes to your account 

information; (6) process other information or Personal Information that you submit through the web 

site; and fulfill other purposes disclosed at the time you provide your Personal Information. We may 

also use the information you provide to improve the web site or Roanoke’s services, to customize your 

experience on the web site, to serve you specific content, or for other business purposes. 

If you are purchasing a service, we will request and collect certain financial information from you.  Any 

financial information we collect is used to bill you for the services you purchased.  If you purchase by 

credit card, this information may be forwarded to your credit card provider.  You may also be asked to 

disclose Personal Information to us so that we may provide online technical support and 

troubleshooting. 
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Personal Information we may share with third-parties: 

In the course of our general business practices, we may disclose PI that we collect (as described 
above) about you or others without your permission to the following types of institutions for the 
reasons described: 

 Other Roanoke and/or Munich Re affiliates and/or subsidiary companies in  connection 
with the conduct of Roanoke business and in conjunction with the applicable affiliate 
and/or subsidiary company’s risks; 

 Insurers or United States government offices for purposes of quoting and issuing 
insurance policies and/or surety bonds; 

 To a service provider if the disclosure will enable that party to perform a business, 
professional or insurance function for us; 

 To a financial institution, agent or credit reporting agency for either this agency or the entity 
to whom we disclose the information to perform a function in connection with an insurance 
transaction involving you; 

 To an insurance regulatory authority, law enforcement or other governmental authority for 
regulatory compliance, the detection or prevention of fraud or as otherwise required or 
allowed by law; 

 To a group policyholder for the purpose of reporting claims experience or conducting an 
audit of our operations or services. 

In addition to those circumstances listed above, and unless you instruct us not to, in writing, we 
may disclose certain information about you to service providers whose  use of the information 
shall be limited to purposes of marketing a product or service. Under no circumstances will we 
disclose for marketing purposes any medical information; information relating to a claim for benefit 
or a civil or criminal proceeding involving you; or personal information relating to your character, 
personal habits, mode of living or general reputation. 

Children: 

This web site and all associated products and services are intended only for adults over the age 
of eighteen (18), and are not directed to children younger than age thirteen (13). We do not 
knowingly collect Personal Information from children under the age of thirteen (13) on the web 
site, or otherwise, and we will delete any information later determined to be collected from a 
person younger than age thirteen (13). 

Notification that certain disclosures require your authorization: 

As we have indicated in this Privacy Policy Notice, we collect certain personal information about 
you, and we may disclose that information to certain non-affiliated third parties. We are permitted 
by law to disclose your personal information in the circumstances described above without your 
permission. FOR ALL OTHER DISCLOSURES, WE ARE REQUIRED TO OBTAIN YOUR 
AUTHORIZATION. The disclosures that first require your authorization are described in more 
detail on a separate authorization form that we will provide to you. 

Information obtained from a report prepared by a consumer reporting agency may be retained by 
that organization and disclosed to other persons. 
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Your right to access and amend your personal information: 

You have the right to request access to the personal information that we record about you. Your 
right includes the right to know the sources of the information and the identity of the persons, 
institutions or types of institutions to whom we have disclosed such information within two years 
prior to your request. Your right includes the right to view such information and copy it in person 
or request that a copy of it be sent to you by mail (for which we may charge you a reasonable fee 
to cover our costs). Your right also includes the right to request corrections, amendments or 
deletions of any information in our possession. The procedures that you must follow to request 
access to or an amendment of your information are as follows: 

To obtain access to your information, submit a request in writing that includes your name, address, 
social security number, telephone number and the recorded information to which you would like 
access. The request should state whether you would like access in person or a copy of the 
information sent to you by mail. Upon receipt of your request, we will comply within 30 business 
days. 

To correct, amend or delete any of your information, submit a request in writing that includes your 
name, address, Social Security number, telephone number, the specific information in dispute 
and the identity of document or record that contains the disputed information. Upon receipt of your 
request, we will contact you within thirty (30) business days to notify you either that we have made 
the correction, amendment or deletion, or that we refuse to do so and the reasons for the refusal, 
which you will have an opportunity to challenge. 

Submit your request to: 
Compliance Officer 
Roanoke Insurance Group Inc. 
1475 East Woodfield Road, Suite 500 
Schaumburg, IL 60173 

Our practices regarding information confidentiality and security: 

While we employ reasonable physical, electronic and organizational measures to secure your 
Personal Information, no data transmission over the Internet can be guaranteed to be completely 
secure. Likewise, no storage or processing of your Personal Information on the web site or on 
other servers or databases to which the information may be transferred can be guaranteed to be 
completely secure. Please consider this prior to submitting your Personal Information to us via 
the web site. 

We use adequate security measures to safeguard your Personal Information: 

 All of the Personal Information you provide us is stored in a secure computing environment 
protected by secure firewalls and intrusion prevention systems to avert unauthorized 
access; 

 We build information security into our systems and networks using  appropriate 
administrative, technical and physical measures against unauthorized or unlawful 
processing, destruction or loss of Personal Information. 
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 We control access so that only people who need to access the information are able to. All 
employees of Roanoke are required to adhere to our policies on confidentiality and 
security. 

 When you access secure areas of our web sites, we use the Secure Sockets Layer (SSL) 
protocol to provide you with the safest, most secure web experience possible. SSL 
technology enables encryption (scrambling) of sensitive information, including passwords 
and banking information, during your online session. There are two cues to show you that 
you are using a secure area. First, the web site address (or URL) appears as https:// 
(instead of just http://) - the "s" is for "secure." Second, a lock or key indicator appears in 
the status bar of your web browser. We use https:// only for secure pages, i.e. pages that 
transfer confidential information. Pages that are only used for product offerings will still 
use the regular http:// since no sensitive information is being passed through them. 

 Secure areas of the web site have a time-out feature. If you leave your secure session 
inactive for some time, it times-out to prevent unauthorized access. 

 If Roanoke provides Personal Information to a Service Provider per this Privacy Policy, 
the Service Provider shall be carefully selected and required to use appropriate measures 
to safeguard the confidentiality and security of such Personal information. 

Consent to Transfer 

The web site is operated in the United States. Your Personal Information will be processed and 
shared in the United States, where data protection and privacy regulations may provide different 
levels of protection compared with non-United States jurisdictions. If you are located in the 
European Union, Canada or elsewhere outside of the United States, please be aware that any 
information you provide to us will be transferred to the United States. By using the web site or 
providing us with your information, you consent to this transfer and the retention of and processing 
of your data in the United States. 

Links to Other Sites 

For your convenience we may provide links to other web sites that Roanoke does not control and 
that employ information security and/or privacy practices different from ours. We do not assume 
responsibility for the information security and/or privacy practices of any web sites not under our 
control. You should consult the specific information security and/or privacy policies posted on 
these web sites when linking to them. 

We are not responsible for the collection, usage and disclosure policies and practices (including 
the data security practices) of other organizations, such as Google, Apple, Microsoft and 
Facebook and/or any other app developer, app provider, social media platform provider, operating 
system provider, wireless service provider or device manufacturer, including any Personal 
Information you disclose through or in connection with the Apps or our Social Media Pages. 
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CALIFORNIA RESIDENTS 

We may, from time to time, elect to share certain information about you collected on this Web Site 
with our affiliates or partners for their own direct marketing purposes.   California Civil Code 
Section 1798.83 permits California residents who have supplied Personal Information, as defined 
in the statute, to us, under certain circumstances, to request and obtain certain information 
regarding our disclosure, if any, of Personal Information to third parties for their direct marketing 
purposes.  If this applies, you may obtain the categories of Personal Information shared and the 
names and addresses of all third parties that received Personal Information for their direct 
marketing purposes during the immediately prior calendar year (e.g., requests made in 2018 will 
receive information about 2017 sharing activities). To make such a request, please provide 
sufficient information for us to determine if this applies to you, attest to the fact that you are a 
California resident and provide a current California address for our response. You may make this 
request in writing to: Roanoke Insurance Group Inc., Attn:  Compliance Officer, 1475 East 
Woodfield Road, Suite 500, Schaumburg, IL 60173.  Any such request must include “California 
Privacy Rights Request” in the first line of the description and include your name, street address, 
city, state and ZIP code.  Please note that we are only required to respond to one request per 
customer each year, and we are not required to respond to requests made by means other than 
through this address. 

California Minors 

As mentioned above, the web site is intended only for adults over the age of 18. Any California 
residents under the age of 18 who have registered to use the web site, and who have posted 
content or information on the web site, can request that such information be removed from the 
web site by contacting us at infospot@roanokegroup.com.  When making such a request, the 
minor must state that the minor personally posted such content or information and detail where 
the content or information is posted.  We will make reasonable good faith efforts to remove the 
post from prospective public view or anonymize it so the minor cannot be individually identified.  
This removal process cannot ensure complete or comprehensive removal.  For instance, third 
parties may have republished the post and archived copies of it may be stored by search engines 
or others we do not control. 

CITIZENS OF EUROPEAN UNION MEMBER STATES 

Roanoke provides services principally within the United States (“U.S.”) and Canada. To the extent 
that any citizen of European Union (“EU”) Member States or any state belonging to the European 
Economic Area (“EEA”) (collectively” “EU Citizen”) chooses to visit and/or use Roanoke’s web 
site and/or products and/or services, they consent to the practices described in this Privacy Policy 
and agree to its terms. 
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Exercising Choices 

EU Citizens that use our web site and provide us with Personal Information (also known as 
“Personal Data”) may be entitled to additional protections.  For instance, upon request, Roanoke 
will grant EU Citizens reasonable access to the Personal Information that it holds about them.  In 
addition, EU Citizens may receive the personal data he or she provided to Roanoke and transmit 
such information to another data controller (i.e. “Data Portability”). 

EU Citizens may withdraw their consent to have their Personal Information processed further by 
Roanoke.  Please note, however, that an EU Citizen’s withdrawal of consent does not apply to 
any processing that occurred before its withdrawal while the EU Citizen’s consent was valid.  In 
some instances, information that an EU Citizen provides may be related to and necessary for 
performance under a contractual agreement between the EU Citizen and us; in such situations, 
a withdrawal of consent may not affect our ability to process your Personal Information related to 
the performance of a contract between the EU Citizen and Roanoke.  

Roanoke will take reasonable steps to permit EU Citizens to correct, amend, or delete Personal 
Information demonstrated to be inaccurate or incomplete.  EU Citizens may also restrict the 
processing of their Personal Information under limited circumstances, such as when the accuracy 
of the Personal Information is disputed.  Additionally, EU Citizens may object to the processing of 
their Personal Information on certain grounds, such as where their Personal Information is 
processed for direct marketing purposes.  Finally, Roanoke will take reasonable measures to 
permit EU Citizens to erase their Personal Information in Roanoke’s possession or control when 
no longer needed for the purposes it was originally collected or processed; the EU Citizen has 
withdrawn consent; when no other bases exist to store or process the information; or for such 
other grounds as may be required under the EU Data Protection Directive 95/46/EC or the EU 
General Data Protection Regulation (“GDPR”), effective May 25, 2018.  

EU Citizens may contact us at the below email address with any questions or complaints 
regarding the processing of their Personal Information that they provide to Roanoke.  We will work 
to resolve any complaints about your privacy and our collection or use of your Personal 
Information.  EU Citizens may also contact their local data protection authority (“DPA”) to lodge a 
complaint.   

Roanoke retains all data collected according to this Policy and recommended data retention 
practices.  

For more information or if you have questions: 

Should you have further questions regarding our privacy policy, you may contact us at 1-800-762-
6653 or infospot@roanokegroup.com. 

 
 


